Lab 1.0: AWS Setup

Objectives

The objectives for this lab are to set up the tools that will be required throughout the rest of the class.

e Create an Amazon Web Services (AWS) account.

e Secure the default root user.

e Create a new user for AWS labs.

e Set up AWS Command Line Interface (CLI).

e Set up an AWS SSH keypair and install PuTTY if needed.
e Setup Git.

e Configure Virtual Machines.

This lab needs to be completed before you will be able to complete subsequent labs. Please ask for help right away If
you need it! For OnDemand students, please email online-sme@sans.org.

Prerequisites

In order to set up an AWS Account and test your access, you will need the following:

e Credit card to set up AWS account

e A phone to verify your account via a phone call from AWS

e Alaptop or virtual environment where you can install new software

e Internet access with firewall ports and proxies open to access AWS services

e At least 40 GB of free space for the files that will be copied or downloaded to your local machine

Overview

The tools and configuration in this lab are required to complete the labs throughout the remainder of this course. Please
set up and test the tools as explained in the appendices below prior to starting other labs.
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Appendix A: Create an AWS Account
Appendix B: Secure the Root User
Appendix C: Create an AWS User
Appendix D: AWS CLI Setup
Appendix E: SSH on AWS

Appendix F: Setup Git

Appendix G: VM Networking

Tip: Create a folder for the class where you can store all the related files created in the labs below (key and credential
files, virtual machines, and any notes you take during the process).

Command Line

When you see text in courier font like this is, it indicates a command that should be typed into a command line window.
The commands will take actions on your computer or a remote computer. For example, you can type the command
below on any system used in this class at a command prompt to print out the text to the screen.

echo “This is a sample command typed at the command line”

On a Mag, click on the search magnifying glass on the right and type “terminal,” then hit enter. Linux will usually have a
terminal icon on the desktop or in the start or app menu— this may vary depending on the version of Linux.

Make sure you know where to type these commands. On Windows, go to the start menu, type “cmd,” and hit enter to
open a command prompt or click on the “Command Prompt” icon shown in the screenshot below. Sometimes you need
to run a command with administrator privileges. Right-click on the cmd icon and choose “Run as Administrator” to open
the command prompt with the administrator privileges. This may be the preferred method, as some commands may

require administrative privileges in the labs.
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“ Command Prompt
Desktop app

N

Open file location

Pin to Start

Pin to taskbar

B8 Search my stuff

In Linux, you can use the su - to switch to the root account but you need to know the root password. You can use sudo
to run a single command with root privileges if your account is in the sudoers file. You can also use sudo su — to get an
interactive shell if you don’t know the administrator password.

Gemini:/ daveshackleford$ su -
Password:
Gemini:~ root#

On a Mac, you may only be able to use sudo because the administrator account is disabled by default. You can also use
sudo -i on a Mac to get an interactive root shell.
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25L:~ tradichel$%$ sudo -1i
Password:
2SL:~ root# [

Amazon Web Services (AWS) Account

You will need an AWS Account in order to complete the labs. We will follow some best practices when setting up this
new AWS account. We recommend you use a new AWS account for this class to avoid conflicts while running the labs.
You can delete the account after class is over.

Please turn to Appendix A and follow the instructions to create an AWS account.

Secure the Root User

One of the AWS IAM (ldentity and Access Management) practices on AWS includes setting up multi-factor
authentication (MFA) on the root user account, any high privileged user, and ideally any AWS user. Additionally, the root
user should have no programmatic access (that is, access via the AWS command line and other API-based methods).

Please turn to Appendix B to secure the root user account.
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AWS Lab User

Another AWS best practice is to create a separate account from the root user account and only use the root user
account to take actions that require it. The root user account is very powerful with the ability to change the billing,
contacts, and permissions, and delete the account altogether. When creating this new user, we will create the Access

Key Id and Secret Key that will be used in labs throughout the class. Make sure you create and save these credentials for
later use in the class.

Please turn to Appendix C to create a new user named SEC545.

AWS Command Line Interface (CLI)

The AWS cloud platform allows users to create resources, query the platform, and take actions on resources in the
environment programmatically. One of the tools that can be used to access AWS programmatically is called the AWS

Command Line Interface, most often referred to as the AWS CLI. The AWS CLI needs to be installed and configured with
the AWS credentials created in Appendix C.

Please turn to Appendix D and follow the instructions to install and/or configure the AWS CLI.

SSH on AWS

SSH commands on AWS are the same as any other environment. The default user will be “ec2-user,” and you will use an
SSH key to connect. When deploying a Linux virtual machine (called an EC2 instance) on AWS, users are given the option
to use an existing SSH keypair or create a new keypair. If you are using an older version of Windows, you will need to use
PUTTY to connect via SSH to an instance on AWS. We will create an SSH key, called an EC2 keypair on AWS, that will be
used to access the Linux instances we create throughout the class.
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Please turn to Appendix E and follow the instructions SSH setup instructions.

Git

When developers write code, it is typically stored in a source control system that tracks versions of the files as they are
updated and allows developers to roll back to a prior version of the code if necessary. One popular source control
system is called GitHub (github.com). In order to interact with GitHub programmatically, developers will use a tool called
Git. We will be using Git and retrieving files from GitHub in some of the labs.

Please turn to Appendix F and install Git.

Virtual Machines

Some Virtual Machines (VMs) are included on the USB for this course. If you do not already have a way to run virtual
machines on your system, you’ll need to install VMWare Player or, for more functionality, VMware Fusion (Mac) or
Workstation (Windows). The networking on the virtual machines needs to be configured correctly for the labs as well.
Note that you may not have your USB if you’re setting this up before class, and this Appendix exercise may not be fully
completed when class starts. At a minimum, make sure you have VMware installed and operational.

Please follow the instructions in Appendix G to run the virtual machines and test the networking.

Summary

You should have the following after finishing the instructions above:

e An AWS account

e Root user with no Access Keys and MFA

e A new user with Access Keys and MFA

e A working AWS CLI configuration

e An EC2 Keypair (for SSH)

e PuTTY installed and configured if needed

e Gitinstalled

e Virtual Machines configured, and networking verified
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After completing the steps above, you should be set up to run the labs!

Appendix A: Create an AWS Account

We recommend creating a new AWS account. Using an existing account may lead to networking conflicts and other
problems in future labs. You can cancel the account at the end of the class if you want.

1: Navigate to aws.amazon.com and click the button on the top right.

Note that the text on the button may be different depending on whether or not you have visited the site or created an
account previously. It could say “Sign up” or “Create an Account” or “Sign In to the Console.”

< C | 8 Secure | https://aws.amazon.com % 0

English ~ My Account ~ Create an AWS Account

2: Follow the instructions to create a new account.

Note: If you are presented with a login screen, click “Create a new AWS Account.”
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adWs

Signine

Email address of your AWS account

Create a new AWS account

Otherwise you should see a screen such as the following right away:

Create an AWS account

Email acidress

AWS Accounts Include
12 Months of Free Tier Access

Password

Including use of Amazon EC2, Amazon 53, and Amazon DynamoDB Contim paisayiord

Visil aws.amazon.com/free for ful ofier tems

AWS account name €&

Continue
Sign in to an existing AWS account
© 2018 Amazcn Wab Services, Ing. or s afiates

A4 righes resarvec

Note: To complete the process, you will need to enter a credit card number and receive a phone call from Amazon to
enter a code. It will ask you if you want to create a support plan. Just select the free, basic support plan to avoid

additional charges.
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Best practice when setting up a new AWS account for an organization would be to use an alias that will remain valid
even if the person setting up the account leaves the company. For example, for an account set up for the pen testing
division of 2nd Sight Lab, the alias might be aws-pentesting@2ndsightlab.com and emails might go to the person in
charge of the pen testing division, CIO, and a person responsible for AWS billing. For now, just use any email you want.

Tip: If you start your email aliases with “aws” they will follow the instructions on each screen until you have successfully

created an account.

Note that you will have to validate your account by responding to a phone call. If you are setting up an account outside
the US, you may have additional steps provided to you by Amazon.

After completing the process, you will be returned to the login screen at the end of the account creation process.

3. Sign into your new account by clicking “Sign In to the Console” at the top of the page.

4. Take a look at the billing information by clicking on the account name you selected. It will be on the right side of
the black bar at the top of the screen. Click on “My Account.”

rad-test-account =~ '

My Organization

E My Billing Dashboard

My Security Credentials » base(
now

Sign Out

@1 urecdle dil Ulgi:tl nzaunon
Use AWS Oraanizations for poli
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This section shows where you would set up alternate billing contacts and create challenge questions.

> Alternate Contacts Edit

In order to keep the right people in the loop, you can add an altemate contact for Billing, Oy i and Security icati To specify an
alternate conltact, click the Edit button.

Please note that, as the primary account holder, you will continue to receive all email communications.

Billing ©
Contact: None

Operations ©
Contact: None

Security ©
Contact: None

~ Configure Security Challenge Questions Edi

Improve the security of your AWS account by adding security challenge questions. We use these to help identify you as the owner of your AWS
account if you ever nead to contact our customer service for help.

ty qi are not

This section allows turning on or off access to billing for anyone but the root user in the account. Large companies may
want to consider using AWS Organizations and Consolidated Billing to segregate billing responsibilities into a separate
account. For more information about organizations see: https://aws.amazon.com/organizations/

¥ |AM User and Role Access to Billing Information Edit

You can give IAM users and federated users with roles permissions to access billing information. This
includes access to Account Settings, Payment Methods, and Report pages. You control which users and
roles can see billing information by creating IAM policies. For more information, see Controlling Access to
Your Billing Information.

IAM user/role access to billing information is deactivated.

This screen is also where companies can sign up for GovCloud if part of the US Government.

v GovCloud (US)

Sign up for AWS GovCloud (US)
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You can close the account after the class is over if you don’t want to keep it or get charged additional fees outside of

what is done in the class on this screen.

¥ Close Account

| understand that by clicking this checkbox, | am willing to close my AWS account. Monthly usage of
certain AWS services is calculated and billed at the beginning of the following month. If you have used
these types of services this month, then at the beginning of next month you will receive a bill for usage that
occurred prior to termination of your account. If you own a Reserved Instance for which you have elected
to pay in monthly installments, when your account is closed you will continue to be billed your monthly
recurring payment until the Reserved Instance is sold on the Reserved Instance Marketplace or it expires.

Close Account

Appendix B: Secure the Root User

AWS best practices include some immediate changes to protect the default root user. These protections are added via
the IAM (ldentity and Access Management) service in AWS, which allows you to manage access to AWS services in your

account.

1. Navigate to the IAM service. Click on the AWS Logo. Type IAM in the search box and click IAM.

aws Services v Resource Groups v

AWS services

[ IAM Q
IAM
Manage User Access and Encryption Keys

w 1AM |‘E'] oJd % RHUS
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2. Verify there is a green checkbox next to “Delete your root access keys.”

Security Status - 1 out of 5 complete.
Delete your root access keys v
A Activate MFA on your root account v
A\ Create individual IAM users v
A Use groups to assign permissions v
A Apply an IAM password policy v

2a. If you see a yellow triangle, click on the down arrow and then click “Manage Security Credentials.”

A\ Delete your root access keys A

Delete your AWS root account access keys, because they provide unrestricted access to your
AWS resources. Instead, use |AM user access keys or temporary security credentials. Learn More

Manage Security Credentials
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2b. Click on “Continue to Security Credentials.”

-
You are accessing the security credentials page for your AWS account. The account credentials provide unlimited
access to your AWS resources.

To help secure your account, follow an AWS best practice by creating and using AWS Identity and Access

Management (IAM) users with limited issions.
|‘_ Continue to Security Credentials | Get Started with IAM Users |

| Don't show me this message again
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2c. Click the plus sign (+) next to Access keys and click “Delete” then the back arrow in your browser.

Your Security Credentials

Use this page to manage the credentials for your AWS account. To manage credentials for AWS |dentity and Access Management (IAM) users, use
the IAM Console.

To learn more about the types of AWS credentials and how they're used, see AWS Security Credentials in AWS General Reference.

+ Password
+ Multi-factor authentication (MFA)

E Access keys (access key |D and secret access key)

You use access keys to sign programmatic requests to AWS services. To learn how to sign requests using your access keys, see the signing
documentation. For your protection, store your access keys securely and do not share them. In addition, AWS recommends that you rotate
your access keys every 90 days.

Note: You can have a maximum of two access keys (active or inactive) at a time.

Last Used LastUsed f
T A
Created Key ID Last Used et P, Status Actions

May 24th 2018 AKIAIGQGQ30UVP4YBTFA N/A N/A N/A Active  Make Inactive

Create New Access Key

A Important Change - Managing Your AWS Secret Access Keys

As described in a previous announcement, you cannot retrieve the existing secret access keys for your AWS root account,
though you can still create a new root access key at any time. As a best practice, we recommend creating an 1AM user that
has access keys rather than relying on root access keys.

Now you should see the green checkbox as shown in step 2.

SEC545 - ©2018 Dave Shackleford Lab 1.0 AWS Setup

14



3. Set up MFA

AWS security best practice includes setting up MFA (multi-factor authentication) on your root account. The root account
can cancel your account, change the contract information, and delete resources from your account. It is important to set
up MFA (multi-factor authentication) on this and any other user in your account that has a great deal of administrative

access. Click the down arrow next to “Activate MFA on your root account,” click “Manage MFA,” and follow the
instructions.

A Activate MFA on your root account A

Activate multi-factor authentication (MFA) on your AWS root account to add
another layer of protection to help keep your account secure. Learn More

Manage MFA

4. Choose “A virtual MFA device” (your cell phone) and click Next Step.

Manage MFA device

Select the type of MFA device to activate:
I ® A virtual MFA device
A hardware MFA device

For more information about supported MFA devices, see AWS Multi-Factor Authentication.
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5. Follow the link to the instructions to set up an application on your phone to use for MFA.

Manage MFA device
To activate a virtual MFA device, you must first install

= i icati user's
smartphone, PC, or other device. You can find a list {AWS MFA-compatible applications here. Fﬂer the
application is installed, click Next Step to configure t Torrea

Don't show me this dialog box again.

Cancel Previous Next Step

6. Scroll to the middle of the page and choose an application that works with your device.

Follow the instructions to install the application on your device.

Note: Google Authenticator is likely the most popular choice at the time of this writing. Usually it’s just a matter of going
to the app store on your device, searching for “Google Authenticator,” and choosing to install it.

Virtual MFA Applications

Applications for your smartphone can be installed from the application store that is specific to your phone type. The
following table lists some applications for different smartphone types.

Android

Google Authenticator; Authy 2-Factor Authentication
iPhone Google Authenticator; Authy 2-Factor Authentication
Windows Phone Authenticator

Blackberry

Google Authenticator
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7. Click Next Step in the AWS Console.

Manage MFA device

If your virtual MFA application supports scanning QR codes, scan the following QR code with your smartphone's
camera.

» Show secrat key for manual configuration
After the appilication is configured, enter two consecutive authentication codes in the boxes below and choose
Activate virtual MFA.

Authentication code 1

Authentication code 2

Cancel Previous Activate virtual MFA

8. Scan the QR Code to add your AWS account to the authenticator app.

harcode =  Authenticator + 7

Amazon Web Services

271 482

P root-account-mfa-device@714531517862 d
AW Conet - Signup BT e D o N ghie b
& ™ ()
Manago M4 devica
B e i MAFA miopshcaton mgi00r1n s OF oo, can P oowing G coe

+ i vt wavy o s corhgesation
A 1 st i .
Mathoake vihusd MIA. i

A———resnl | |
Scan barcode r‘?"‘.“"‘"“" [ :

ra Manual entry
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9. Enter the numeric code from the authenticator into the AWS Console. Then wait for a new code to appear in the
authenticator. Enter the second code. Then click “Activate virtual MFA.”

Manage MFA device

If your virtual MFA application supports scanning QR codes, scan the following QR code with your smartphone's
camera.

» Show secret key for manual configuration

After tha ication is qured, anter two i ication codes in the boxes below and choosa
Activate virtual MFA.

Authentication code 1 271482

Authentication code 2

Cancel Previous Activate virtual MFA

At this point, you have added MFA to your root account. From now on, you’ll need to enter the code from the
authenticator application on your phone in order to log into the account. Note that this QR code should be protected.
Anyone who can access the QR code can add it to their own authenticator application. Some companies print out the QR
code, store it in a safe, and require two people to access it to log in as the root user of an account.

Appendix C: Create an AWS User

Best security practices for AWS IAM include not using the root account but instead setting up a new user and then using
separate user accounts for normal operations. Lock away the root account access in a safe manner. SANS SEC401
Security Bootcamp discusses various mechanisms for securely storing sensitive, high-risk credentials.
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1. Navigate to the IAM page in the AWS Console. Click on the AWS Logo. Type IAM in the search box.

Services v  Resource Groups v = Kinesi & N\

AWS services

‘ IAM Q
IAM
Manage User Access and Encryption Keys

W 1AM E] oJd % HUS

2. Click on “Users” on the left and then click “Add user” at the top of the screen.

Services v  Resource Groups v % Kinesis g % [\ rad-test-account ~
Search IAM q -—y
Dashboard Q_ Find users by username or access key
Groups
User name ~ Groups Access key age Passw
Users
There are no IAM users. Learn more
Roles
Palicies
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3. Add a new user with the following settings.

Note the name of the user is SEC545. This is the user account you will be using in the course labs to perform actions in
your AWS account. Change YourPasswordHere to a password you can remember. Also, be sure that both
“Programmatic access” and “AWS Management Console access” are checked.

Add user o 2) (3) (a

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* = SECS545

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and au [f ane provi in the last step. Learn more

Access type* v Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and other
development tools.

+ AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

Console password® Autogenerated password
® Customn password

YourPasswordHere

Show password

Require password reset User must create a new password at next sign-in
Users automatically get the IAMUserChangePassword policy to allow them to change their own
password.
* Required Cancel Next: Permissions
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4. On the next screen, choose the last box, “Attach existing policies directly.”

This will be explained in more detail later in the course.

Add user

Set permissions for SEC545

!&! Add user to group

Copy permissions from
existing user

Attach existing policies
directly

Global = Support -

© Get started with groups

Create group

‘You haven't created any groups yat. Using groups Is a best-practice way to manage users’ permissions by job functions, AWS service access, or your
custom permissions. Get started by creating a group. Learn mora

Cancel

S e
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5. Select “AdministratorAccess” and click “Next: Review.

Resource Groups ~

Add user

Set permissions for SEC545

3 ]
’&. Add user to group M existing user

Copy permissions from

»”

Support -

Attach existing policies
directly

Attach one or more existing policies directly to the users or create a new policy. Learn mare

Create policy | < Refresh
Filter: Policy type ~ Q@ Search Showing 336 results
Policy name Type Attachments »  Description

& » N# AdministratorAccess Job function 0 Provides full access to AWS services and resources.
» NF Alaxa DeviceS... AWS g 0 Provide device setup access to AlexaForBusiness services
» W AlexaF i LA AWS g 0 Grants full access to AlexaForBusiness resources and access t...
v NP AlexaF i .. AWS 0 Provide gateway execution access to AlexaForBusiness services
» 6P AlexarF teadOnl... AWS 0 Provide read only access to AlexaForBusiness services
» W in... AWS 0 Provides full access to create/adit/delete APls in Amazon AP G...
» B A AP y e AWS g 0 Provides full access to invoke APls in Amazon APl Gateway,
»y W ushT... AWS 0 Allows APl Gateway to push logs to user's account.
» B AmazonAppStreamFulldce...  AWS managed 0 Provides full access to Amazon AppStream via the AWS Manag...
» HE A ArnS Raacily AWS N Providas mad anle aceass o Amaron AnoSteaam via the AWS

Cancel Previous
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6. Review and click “Create user.”

Add user 1) (2 ° 4

Review
Review your choices. After you create the user, you can view and download the autogenerated password and access key.
User details
User name SEC545
AWS access type Programmatic access and AWS Management Console access
Console password type Custom
Require password reset Mo

v issions t ary is not set

Permissions summary

The following policies will be attached to the user shown above.

Type Name

Managed policy AdministratorAccess

cra i
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7. Save the Access key ID and Secret access key. You won’t see them again!

After the user is created, you will be presented with a screen that provides you credentials. You will need these
credentials later to run programmatic actions on the AWS Cloud. These credentials include an Access key ID and Secret
access key. Once you leave this page, you will not be able to see these credentials again (though you can delete these
and create new ones). You’ll want to capture this information before proceeding. You can click the “Download .csv”
button to get a file containing the credentials. Alternatively, you can click the “Show” button to view the credentials and
copy them off the screen. Save them for later. Then click “Close.”

4 Kinesis [ Lambda L CloudWatch *® [\ SECS545 - Global -~ Support -

® Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users instructions for signing in
to the AWS Management Console. This is the last time these credentials will be available to download. However, you can create new credentials at any
time.

Users with AWS Management Console access can sign-in at: https:/619314503903 signin.aws_ amazon.com/console

& Download .csv

User Access key ID Secret access key Emalil login instructions
» & SECH45 AKIAJKNMZKDTOZGYOEQQ == Show Send email =
Close

Best Practice Note: Since you are the only one using this user account, you can capture these credentials now. If you
were setting this user account up for another person, the best practice would be to delete these credentials and then
provide instructions to the user to set these credentials up later after they log into their account. If you do not take this
precaution, then you cannot guarantee that actions in the logs using these credentials were performed by the person
associated with this user account, since multiple people had access to them.
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To create a new access key and secret key for a user, click on the user in the user list, then click on the security
credentials tab (shown below). Then click the “Create access key” button. You can also make any existing access keys

inactive or delete them.

Cloud * [\ SEC545 @ sec545-2sl -  Global -  Support -

Usars » SECS45
]

s G Summary G}
Groups
User ARN amEwsiam: 519314503003:usarSECSAS (7
Users
Path /
Roles
Creztlon ime  2018-05-24 12:42 POT
Policios
Ielenvity providers Permissions Groups (0) Security cradentials Access Advisor

Account seltings . "
v Sign-in credentials

Gredential report

Console password  Erabled o Manege password

Console login link  hiips:/secS45-25] Signin aws, BMazon. Com/Consa
Encryption keys

Lastlogin  2018-05-24 13:13 POT
Assigned MFA device Mo #

Signing cartificates Nona. &

Access keys

Ulse access keys to make sacure REST or HTTP Query protocol requests to AWS sarvica APls. For your protaction, you should never share your secret keys with anyone. As a

best practice, wo recommend frequent key rotaton. Learn more

Access key ID Created Last used Status

ARIAJSIAZXEVMULIVY 2O 2018-05-24 12:42 POT A Active

8. Navigate to the IAM service. Click the AWS Logo, search for IAM, and click on IAM.

Services v  Resource Groups v

AWS services

[IAM g]

IAM
Manage User Access and Encryption Keys

W IAIVI I‘E‘] o0 % RUS
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9. Use the IAM users sign-in link to log in as the user you just created. Customize it if you want.

Hint: You might want to create a bookmark for this link!

Services ~  Resource Groups ~ = Kinesis Lambda & Clo * O

Search 1AM « Welcome to Identity and Access Management

|IAM users sign-in link:
Dashboard

https:// .signin.aws.amazon.com/console (} | Customize I
Groups

Users IAM Resources

10. Sign out of your AWS Account.

3 % [\ SEC545 -~

My Account
My Organization
My Billing Dashboard

My Security Credentials

Sign Out
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11. Sign into your AWS account at the URL in Step 9 with the new user credentials.

dWS

U

Account ID or alias

sech45-2sl

IAM user name

SEC545

Password

seessssessessses ’

Sign-in using_root account credentials

SEC545 - ©2018 Dave Shackleford Lab 1.0 AWS Setup 27



12. Navigate to the IAM service by searching for it or clicking the IAM icon.

Services v Resource Groups v = Kine % [\ SEC:

AWS services

i Q

v Recently visited services

IAM Billing AWS Organizations
{0} Ec2 CloudWatch

> All services

13. Click on Users on the left or in the middle of IAM Dashboard.

Search IAM « Welcome to Identity and Access Management

1AM users sign-in link:

https://sec545.signin.aws.amazon.com/console fﬁl | Customize

Groups

IAM Resources
Roles Roles: 21

Policies Groups: 3 Identity Providers: 0

Customer Managed Paolicies: 5
Identity providers 9
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14. Click on the user name to edit the user. Note that MFA is not enabled.

Dashboard Q Find users by usemame or access key
Groups
User name Groups Access key age Password age Last activity MFA
Users
SECS45 Mo Tod: Toda: Teda, Mot enabled
Policles

ientity providers
Account seltings

Credential report

Encryption keys

15. Click on the user. Click the Security Credentials tab. Click the pencil next to Assign MFA device.

Follow the instructions to set up MFA. The process to add an MFA device to this user will be the same as adding MFA to

the root account as we did in Appendix B.

Cloud * 0O X 45-2s] =  Global -  Support -

Users » SECS545

ash Summary °
Groups
User ARN armaws:lam:519314503903 usen/SECS45 )
I Usaers
Path f
FRoles
Creation time 2018-05-24 12:42 POT
Policies
Idenzity providers Permissions. Groups (0} Security credentials Access Advisor
faatings Sign-in credentials
Credential report
Console password Enabled o Manage password
2 Console login link hitpa:/fsecS45-2sl signin aws. amazon.
Encryption keys

=05-24 13:13 POT
Assigned MFA device Mo #

Bigning certificates  Mone g

Access keys
Usa access keys to make secura REST or HTTP Quary protocol requests to AWS sarvice APle. For your protection, you should never share your secrat keys with anyone. As a
best practce, we recommend frequent key rotation. Learn more

Create access key

Access key ID Created Last used Status

AKIASSIS2XEVMULIVY20 2018-05-24 12:42 POT LT Active | Make inactive x
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Appendix D: AWS CLI Setup

Set up the AWS CLI

In order to set up the AWS Command Line Interface (CLI) tool, you will need the Access Key ID and Secret Key you
created in Appendix C. You can install and run the AWS CLI from your own computer, or you can use the SEC545-Ubuntu
virtual machine, which has the AWS CLI installed on it.

Either way you’ll need to configure the AWS CLI as explained here—use your Access Key and Secret Key from Appendix C
and choose the region you are using in the AWS console, as explained in the following documentation:

https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html

If you choose to use the SEC545-Ubuntu virtual machine, you’ll need to wait until you are in class to get the VM. Please
refer to Appendix G to ensure your system is set up to run virtual machines. Once you get to class, finish configuring the
virtual machine and then follow the CLI configuration instructions.

If you want to install the AWS CLI on your laptop, follow these instructions from the AWS website:

https://docs.aws.amazon.com/cli/latest/userguide/installing.html

Note that although you can use Python to install the AWS CLI, some bundled installers are also provided for different
operating systems. Windows users may want to download and install the Windows MSI installer to avoid Python
problems.

https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-windows.html#install-msi-on-windows
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Dpen File - Security Warning x

Do you want to run this file?

Mame: E\Users\o100WhDownloadsh AWSCLIBS, msi

Publisher: Amazon Services LLC

Type: Windows Installer Package
From: D:\Users\68100WNDownloads'\ AWSCLIED. msi

Run Cancel

[v] Always ask before opening this file

T While files from the Internet can be useful, this file type can potentially
lk ﬁl harm your computer. Only run software from publishers you trust.
v :
- What's the risk?

Check your AWS CLI installation

If you can run the following commands at the command line and they work correctly, you should be good to go. If you

get unexpected results, proceed to AWS CLI Troubleshooting.

aws --version
aws iam get-account-summary

aws 1am list-users --output table

It is very important to install the AWS CLI and make sure it is working properly before proceeding to the other labs.

Please ask for help right away if needed.
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AWS CLI Troubleshooting

If you are having problems installing the AWS CLlI, try the following troubleshooting steps as needed.

Use a Virtual Machine

Use the AWS CLI installed in your SEC545-Ubuntu virtual machine, which has the AWS CLI pre-installed, if you are having
issues.

Alternatively, you can try downloading a Windows 10 .iso for VMWare or some other virtual machine and installing the
AWS CLI on it. Choose this option only if you are familiar with VMs and how to properly configure them, as your
instructors won’t be able to troubleshoot all variations of VMS that are downloaded and installed. As an example, you
can download a copy of the latest Windows 10 ISO here: https://www.microsoft.com/en-us/software-
download/windows101SO

Do not install the AWS CLI, Python, or PIP with sudo or su

Do not install the AWS CLI using sudo if using Mac and Windows. The AWS CLI configuration expects the user that
installed the CLI to be the one that is running the commands and puts configuration files into the home directory of the
user that installed and configured the CLI.

Check Your Region

One of the most common mistakes made when people start using AWS is to configure the AWS CLI in one AWS region
and create resources in that region, then open the console and not be able to find any of the resources they created.
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In the example below, the console is currently showing resources in the AWS North Virginia, US, region, which has an id
of us-east-1.

< C' @& Secure https:,*,!conscle.aws.amazon.comiconSole,fhomel?region—LJS-east-‘I Q W

aws

Services ~ Resource Groups ~ =% Kinesi % [\ rad-test-account ~ | N.Virginia ~| Support ~

When you run the aws configure command, make sure you enter the region ID from the console when it asks for
“Default region name,” which from the example above is us-east-1. The Default output format will by default be [none].
The default is “json.” You can also set this to “text” or “table.” For more information, see:
https://docs.aws.amazon.com/cli/latest/userguide/controlling-output.html

$ aws configure
AWS Access Key ID [sskskokskskskokskokkokkkkkMS4A] :
AWS Secret Access Key [ssksskskskrskskkskskskkskkbwAQ] !
IDefault region name [us—east—lii]
'Default output format [json]:

New regions are added frequently. The following page contains a complete list of AWS regions:

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

Issues When Running Old Versions of Python

Running the pip command in the AWS documentation with an old version of Python might produce this:
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2SL:~ tradichel$ pip install awscli ——upgrade --user

Cannot fetch index base URL https://pypi.python.org/simple/

Could not find any downloads that satisfy the requirement awscli in /Library/Fra
meworks/Python. framework/Versions/2.7/1ib/python2.7/site-packages
Downloading/unpacking awscli

Cleaning up...

No distributions at all found for awscli in /Library/Frameworks/Python.framework
/Versions/2.7/1ib/python2.7/site-packages

Storing debug log for failure in /Users/tradichel/.pip/pip.log

A curl command confirms that the URL in the error message is no longer valid:

2SL:~ tradichel$ curl https://pypi.python.org/simple/
<html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Mov
ed Permanently</hl></center></body></htm1>2SL:~ tradichels [

At this point, you’ll want to upgrade Python because pip isn’t working properly.

Download the latest version of Python from the python web site and install:

https://www.python.org/downloads/
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That page should detect your operating system and give you a button to click to download and install the latest version
of Python.

Download the latest version for Mac OS X

| Download Python 3.6.5

Looking for Python with a different OS? Python for Windows, Linux/UNIX,
Mac OS X, Other

Want to help test development versions of Python? Pre-releases

Looking for Python 2.77 See below for specific releases

Once you install the upgraded version of python, use the commands python3 and pip3 instead of python and pip.

For example, to install the AWS CLI, use pip3:

pip3 install awscli --upgrade --user

To check the Python3 version, use python3:

python3 --version

Pip says AWS is already installed and won’t update the version.

Force pip to not use the cache directory when installing the new version.
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pip3 install --no-cache-dir awscli --upgrade --user

If you get “command not found” when you try to execute pip or python, your path is not set correctly so your operating
system can find Python. See the instructions below for setting the python path if you want to try to figure out how to set
the patch correctly.

However, if you are having a lot of problems with Python or can’t get it working, try the alternate installations methods
at the bottom of the AWS CLI instructions:

https://docs.aws.amazon.com/cli/latest/userguide/installing.html

Multiple Versions of Python

To see if you are running an older version of Python, type python --version

Python 2.7.10
25L:~ tradichel$

To see if you are running a version of Python 3, type python3 --version

2S5L:~ tradichel$ python3 --version
Python 3.5.1

To see where python is installed on a Mac, type which python, which python3, or a specific version such as which
python3.6
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2SL:i~ tradichel$ thch python
/Library/Frameworks/Python. framework/Versions/2.7/bin/python

To find Python on Windows, search for python from the Windows menu. Right-click the file name in the results, select
Properties, and find Location. This will be the path to the python executable.

As stated in the Python README, you can run a specific version of python by adding the version to the command:

Python 3 and Python 2 Co-existence

Python.org Python 3.6 and 2.7.x versions can both be installed on your system and will not conflict. Command names for
Python 3 contain a 3 in them, python3 (or python3.6), idle3 (oridle3.6), pip3 (or pip3. 6), etc. Python 2.7 command
names contain a 2 or no digit: python2 (or python2.7 or python), idle2 (or idle2.7 or idle), etc.

The problem is that the AWS CLI may get installed in a python folder that is not in the path, in which case you will get an
error saying command not found.

Alternately, an older version of the AWS CLI and Python may execute when you type the AWS command that is not the
version you want or expect. On this system, Python 3.6 and a newer version of the CLl is installed, but the system is
picking up the older versions.

25L:site-packages t}adichel$ aws —--version
aws-cli/1.15.0 Python/2.7.10 Darwin/17.5.0 botocore/1.10.0

In either case, find where the AWS CLI was installed by searching for it on the file system using your favorite command
for finding files.

sudo find / -name awscli
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This system happens to have four different versions of the AWS CLI installed, and the system is using the one installed in
the first directory below.

|/Library/Frameworks/Python.framework/Versions/Z.7/bin/aws|

And ...

/Users/tradichel/Library/Python/3.5/bin/aws
/Users/tradichel/Library/Python/2.7/bin/aws
/Users/tradichel/Library/Python/3.6/bin/aws

Look at the path on a Mac by typing the SPATH command or look at the path in the Windows environment variables by
typing the set command at the command prompt and looking for the “PATH” variable and setting.

2SL:~ tradichel$ $PATH

-bash: /Library/Frameworks/Python.framework/Versions/2.7/bin:/Library/Frameworks/Python.framework/Versi
ons/3.5/bin:/Library/Frameworks/Python. framework/Versions/3.5/bin:/Library/Frameworks/Python. framework/
Versions/3.5/bin:/Library/Frameworks/Python. framework/Versions/3.5/bin:/usr/local/bin:/usr/bin:/bin:/us
r/sbin:/sbin:/usr/local/go/bin:/usr/local/MacGPG2/bin: /Applications/Wireshark.app/Contents/Mac0S: No su
ch file or directory

As shown above, the first line of the path is pointing to the old version of the AWS CLI (2.7). Additionally, the rest of the
path is pointing to Python 3.5 (multiple times unnecessarily). Change the path as described in the AWS CLI
documentation to point to the version of the CLI and Python you want to use.
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For this particular system, the solution is to edit the Mac ~/.bash_profile, remove the multiple versions of 3.5 and 2.7,
save, close the terminal window, and re-open a new one, then try the SPATH command again. Updating the path for
your system may be different, as explained in the AWS CLI documentation.

2S5L:~ tradichel$ $PATH

-bash: /Library/Frameworks/Python.framework/Versions/3.6/bin:/Library/Frameworks
/Python. framework/Versions/3.5/bin:~/Library/Python/3.6/bin:/usr/local/bin: /usr/
bin:/bin:/usr/sbin:/sbin:/usr/local/go/bin:/usr/local/MacGPG2/bin:/Applications/

Now running the aws version command comes up with the desired versions.

2SL:~ tradichel$ aws ——version
aws-cli/1.15.28 Python/3.6.5 Darwin/17.5.0 botocore/1.10.28

Beware of Proxies Blocking AWS Endpoints

If you are in an environment running a proxy, the proxy will need to allow access to the AWS endpoint URLs.

Firewalls Need to Allow Access

The firewall on your local machine and any firewalls between your system and AWS need to be open to send traffic to
AWS on any required ports. Most of the AWS API calls made by the AWS APl in this class require port 443. Some AWS

services may require other ports.
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Sync Your Time

If your system clock is out of sync, authorization may fail. Make sure NTP on your system is correctly configured and your
system clock shows the accurate time.

Appendix E: SSH on AWS

Overview

SSH on AWS is very similar to using SSH with any other system. If you are not familiar with the steps to access a remote

machine via SSH, please read through the following instructions and install the required software if using an older
version of Windows. We will test logging into a remote host in Lab 1.1.

Depending on which version of which operating system you are running, you will need to log in differently. Regardless of
how you log in, you will need an SSH Key (EC2 Key Pair) so we’ll create it now. It will be used in subsequent labs. When
logging in via SSH to VMs on your local machine, you’ll just be using a user name and password, not a key file.

It is very important to make sure you understand how to log in to a remote host using SSH in order to complete
subsequent labs in this book. Please ask for help right away if needed.

Create an SSH Key

AWS allows you to deploy Linux hosts (called EC2 Instances) in your account. You can then access these instances
remotely with SSH using an SSH key (called an EC2 Keypair). Each time you create a new Linux EC2 instance, you are
given the option to choose an existing keypair or create new one. Let’s create a keypair that we can use throughout the
rest of the class. Make sure you save this keypair somewhere you’ll remember for future labs.

1. Log in using the SEC545 user and URL from Appendix C.
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2. Navigate to the EC2 service. Click the AWS Icon, then type EC2 in the search box.

aW% Services v  Resource Groups v % Kine ® [\ st

AWS services

‘EC2 Q’

EC2

Virtual Servers in the Cloud

EFS
Managed File Storage for EC2

Elastic Container Service
Run and Manage Docker Containers

3. Scroll down to Key Pairs in the left menu.
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[ DUriare 1dsns

an Ama;
=/ ELASTIC BLOCK STORE
Volumes m
Snapshots
Note: You

=/ NETWORK & SECURITY

Security Groups Servic

Elastic IPs :
Service

Placement Groups
S usS?

Key Pairs Thi

4. Click “Create Key Pair.”

a'“fs Services v Resource Groups ~

EC2 Dashboard (O S8 OV Import Key Pair

Events
Tags Q Filter by attributes or search by keyword @ |

Reports
i You do not have any Key Pairs in this region.

Limits
Click the "Create Key Pair® button to create your first Key Pair.
= INSTANCES

Instances Create Key Pair

Launch Templates

Spot Reguests
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5. Name it SEC545 and click Create.

This is the name of the key pair you will choose when you create a Linux instance on AWS (we’ll do that in Lab 1.1).

Create Key Pair

Key pair name: |SEC545

6. Save the file in a place and with a name you’ll remember!

Once you click “Create,” the key file will be downloaded however your browser is configured to download files. The file
name will match the name of the key with “.pem” as the extension—in this case, SEC545.pem. This file will be used to
connect to remote hosts in the cloud. This is the only point at which you will be able to download this key, so keep it
somewhere you can remember.

Save As: SEC545.pem e
Tags:
By [ SEC545 & Q Search
id BB SEC545 7
| g
>
>
>
| 2
Format: certificate (X.509)
Cancel
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SSH on Windows using the Default SSH Client

Starting with the April 2018 update for Windows 10, an SSH client is installed by default. If you have that version of
Windows or later, here are the steps to use the SSH client built into Windows.

To see if you have the built-in SSH client, first start Powershell, then run ssh -V to get your ssh version.

powershell

ssh -V

If you get an error that ssh is not a recognized command, update Windows or install PuTTY as explained in the next
section.

>powershell
E rShell

If you have SSH on your system, then proceed to the Linux/Mac instructions that explain how to use SSH from the
command line.

PS C:\Users\aen> ssh

OpenSSH_for_Windows_7.6pl, LibreSSL 2.6.4
PS C:\Users\aen>»
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SSH on Windows using PuTTY and PuTTYgen

Install PuTTY and PuTTYgen

If you are using a version of Windows that does not have an SSH client by default, you will need to install PUTTY and
PuTTYgen to SSH to Amazon EC2 instances (virtual hosts). PuTTY is a client that allows Windows hosts to log in to
machines that support SSH. PUTTY requires SSH keys to be in the .ppk format, so you will have to use PuTTYgen to

convert the .pem file from AWS to a .ppk file before you log in.

Install PUuTTY and PuTTYgen from the tools directory on the USB. Use the correct version for your operating system.

" | Tools

Name

¥ AWS_Simple_lcons_PPT_v17.1.19.zip
AWSCLI32.msi
AWSCLIB4.msi
Git-2.12.2.2-32-bit.exe
Git-2.12.2.2-64-bit.exe
putty-0.68-installer.msi
putty-32bit.exe
putty-64bit-0.68-installer.msi
putty-64bit.exe
puttygen-32bit.exe
puttygen-64bit.exe

~

Date Modified

Jul 19, 2017 at 2:16 AM
Jul 19, 2017 at 2:16 AM
Jul 19, 2017 at 2:16 AM
Jul 19, 2017 at 2:16 AM
Jul 19, 2017 at 2:15 AM
Jul 19, 2017 at 2:14 AM
Jul 19, 2017 at 2:14 AM
Jul 19, 2017 at 2:14 AM
Jul 19, 2017 at 2:13 AM
Jul 19, 2017 at 2:13 AM
Jul 19, 2017 at 2:13 AM

Size Kind

1.7 MB ZIP archive
9.1 MB Document
9.4 MB Document
37.4 MB Micros...lication
37.6 MB Micros...lication
2.9 MB Document
714 KB Micros...lication
3 MB Document
829 KB Micros...lication
358 KB Micros...lication
408 KB Micros...lication
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Convert SSH Key to PPK

1. From the Start menu, choose All Programs > PuUTTY > PuTTYgen or search for it.

Best match

puttygen
Run command

8 & O U B o=@ 4
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2. Choose Load.

? PuTTY Key Generator
File Key Conversions Help

Key
No key.

Actions

Generate a public/private key pair
Load an exsting private key file
Save the generated key

Parameters

Type of key to generate:
@ RSA (O DSA (OECDSA

MNumber of bits in a generated key:

Save public key

(O ED25519

Generate |

Save private key

(O SSH-1(RSA)
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3. Select the option to display files of all types.

By default, PuTTYgen displays only files with the extension. ppk.

g Load private key: X
[ Desktop » v O Search Desktop pP
Organize v New folder e + [H o
A A
s Quick access & pentester
I Desktop #+
‘ Downloads
) This PC
%] Documents o 3
&= Pictures b g G
Libraries
[ This PC ™
I Desktop UserProfile (D:)
B Dicuraanis |
& Mg 251 GB free of 49.9 GB
‘ Downloads
J‘ Music * Network
= Pictures -
B vea .. 57 e 5kev 2
File name: |
_> Al Files (*.%)
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4. Select your SEC545.pem file created in previous steps.

& Load private key: x
&« v P <« Desktop » SEC545 v O Search SEC545 2

) =] m @

Date modified

Organize » New folder

~
A& Quick access Name Type
2 SEC545.pem 5/28/2018 4:43 PM

[ Desktop
a pentester
[ This PC
I Desktop
|£| Documents

& Downloads ¥ <

File name: | SECS45.pem v| | Al Files (*.7)

e

SEC545 - ©2018 Dave Shackleford Lab 1.0 AWS Setup 49



5. Choose OK to dismiss the confirmation dialog box.

PuTTYgen Motice

B

File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized _keys file:

sshsa

AAAAB3NzaC 1yc 2EAAAADAGABAAABAQCMEBoSLtWqZzkiBal TeFLTuem 7+XDvl)
OK7mAUo 4V YRUtHNY 7B TxZ23Ge 0b6HVo HvuRh PFee62Ve HZIMIf Procy 1Y 33aeplMe

2%01InNdLwGKiWaF Ao R4G 1doLP560J6AAV1LfgmGmkcBoKl

-~

+mh [\ YPA8n 13RM e D T Mmoo Kee /L VXM2AFhKEL GmLuhvaNLLEgCSwZESTW v

X Hb:48 bedb:c5:55:d9:6c.d7

Successfully imported foreign key

(OpenS5H S5H-2 private key (old PEM format)).

To use this key with PuTTY, you need to
use the "Save private key" command to

save it in PuTTY's own format.

Parameters

Type of key to generate:
(® RSA (O DSA () ECDSA () ED25519
MNumber of bits in 2 generated key:

SEC545 - ©2018 Dave Shackleford
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Save private key
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6. Choose Save private key to save the key in the format that PuTTY can use.

File Key Conversions Help

Key
Public: key for pasting into OpenS5H authorized_keys file:

ssh-sa 'Y
ASAABINzaC lyc2EAAAADAGABAAABACCME o BLEWaZzkiBal Tej¥jFL Tucm 7=XDvl)
OK7mAUo4Yh LEHNY 7B TxZ23Gc0bE6HVo HvuRh P Fee 62V e HAMkd Progy 1Y 33aeplMe
2X0nMNdLwGKkWaF Ao R4G 1dol PSE0JEAAN 1 LfamGmbkc Bakl

+mbIVqYP58q 1vEVeDFg TmMNmnmw Koo UV Nzd FhKELGmLuhvaMLLEqC SwZ6STW  w

BE® PUTTY Key Generator x

Key fingemprint: |ssh-rsa 2048 a7:b7:32:03:0c:c8:26:9b 48 :be:db:ch:55:d9.6c:d7 |
Key comment: |in'||::c:rteu:I-c:[:uenssh-kE'g,r |
Key passphrase: | |
Confirm passphrase: | |
Actions

Generate a public/private key pair Generate

Load an existing private key file
Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(®) RSA (O DsA (CJECDSA () ED2R519 () 55H-1 (RSA)

Mumber of bits in a generated key:
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7. PuTTYgen displays a warning about saving the key without a passphrase. Choose Yes.

PuTTYgen Warning

Ikl

Are you sure you want to save this key
! without a passphrase to protect it?

es Mo

Save the generated key Save pub

8. Specify the name SEC545 and make sure Save as type is .ppk. Click Save.

5’ Save private key as: X
1 « Desktop » SEC345 v 0 Search SEC545 el
Organize » MNew folder i 0
. )
s Quick access Mo items match your search.

[ Desktop o+
4- Downloads
E‘] Documents
&=/ Pictures o+

SEC545

I Desktop
a pentester
@& This PC

[ Desktop )

File nameq | SEC545 -

Save as type] PuTTY Private Key Files (*.ppk) ~

A Hide Folders Cancel
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SSH Connection Using PuUTTY

We will take these steps in Lab 1.1, but they are provided here for your reference.

1. Run Pu

TTY.

putty

Best match

putty

Run command

B2 & 0 0 &8 o W

e 9 3

2. Obtain your AWS Public (not private) IP address or Domain Name (more in Lab 1.1).

Name

@ SECS45-Lab-1-1

I

Ao

Connect  Actions ¥

vl [
= Instance ID Instance =  Avallabliity- Instance £ =  Status Checks = Alarm Status
-085e7822... 2.micro us-west-2a & running & 2/2 checks passed None b )
D4BaREZe t2.smal us-west-2o @ termin. None b
-2 com

Description Status Checks

nstance |0

stance state

Instance type

Elastic Ps

fability zone

Instance: | i-08567822d3fbe9a67 (SEC545-Lab-1-1)  Public DNS: ec2-54-200-220-55

Monitoring Tags
0850TB22d3 e 9087
funning

t2micro

us-west-2a

110 2 of

Public

ec2-54-

Pubiic DNS (IPva)

0c2-54-200-220-85 us-wes
2.COMpUTE.AMAZONAWS. Com

1Pvé Public IP__54.200.220.55
IPvG IPs
Private DNS  ip-172-31-23-252 us-wast-
2.compute.intarnal
Private IPs  172.31.23.252
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Tip: Hover over the IP address and click the copy icon, then paste the IP address into PuTTY.

Public DNS (IPvd)  ec2-54-200- K18 VR e [1ss o= (s|

2.compute.a

IPv4 Public IP  54.200.220.55 1

3. Enter the default user name (ec2-user) + @ plus the public IP or DNS name of your host as shown.

ec2-user@<Your-Public-IP> (Leave port set to 22 and SSH selected.)

@ PuTTY Configuration

=- Teminal

- Keyboard

- Bell

- Features

- Window

- Appearance
- Behaviour
- Translation
- Selection

- Colours

Help

Basic options for your PuTTY session
Specify the destination you wart to connect to

—Host Nams {oc P address). Port
|ec2user@54.200.220.55 |[22 |
Connection type.

(ORaw (O Telnet O Rlogin @ SSH O Senal

Load, save or delete a stored session

Saved Sessions

[ |

Load
Save
Delete

Cloge window on exit:

O Aways (O Never (@ Only on clean exit

[ Open ]I Comcn
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4. Select Connection -> SSH -> Auth. Click Browse...

ER PUTTY Configuration ? X
Category:
E Window A | QOptions controlling SSH authentication |
| Appearance
. Behaviour Display pre-authertication banner (SSH-2 anly)
. Translation [[] Bypass authentication entirely (SSH-2 only)
: g::sﬁt:n Authentication methods
E Connection Attempt authentication using Pageant
.. Data [[] Attempt TIS or CryptoCard auth (SSH-1)
- Proxy Attempt "keyboard-nteractive” auth (SSH-2)
: :Tdm.ﬂ Authertication parameters
I—E_Elgﬂu-l [] Allow agert forwarding
- Kex [] Mlow attempted changes of usemame in SSH-2
- Host keys Private key file for authentication:
ﬁ | | [ Browse... |
[=-Adh
. GSSAPI
- X1
- Tunnels
- Bugs v
< >
Mot | Hebp Open || Cancel
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5. Select your ppk file.

ﬁ Select private key file

Organize » New folder

# Quickaccess | SEC545
I Desktop T 545key.ppk
‘ Downloads
Documents
[&=] Pictures
SEC545

U

I Desktop
2 pentester
[ This PC
I Desktop
| Documents
4 Downloads v

4 Il » pentester » Desktop »

v O Search Desktop 0

Hy O @

File name: | 545key.ppk

v | PUTTY Private Key Files (*ppk) ~

Open |v Cancel
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6. Select Session again in the left-hand menu. Enter a session name and save it.

#% PuTTY Configuration ? x
Categony:
I =- Sfassiun ~ | Basic options for your PUTTY session
& T Fog|g|ng Specify the destination you want to connect to
?Tﬂl‘ilf;arbuard Host Mame (or IP address) Port
- Bell |ec2user@54.200.220.55 |22
- Features Connection type:
= Window (O Raw (O Telnet () Rlogin @ S5SH () Serial
?;EEE!EHCE Load, save or delete a stored session
- Behawiour _
- Translation LIE
- Selection SEC545 |
- Colours
=~ Connection —
.. Data Cave
- Prongy
... Telnet Delete
- Flagin
- 55H
Kex Close window on exit:
Host keys () Mways () Never (@) Only on clean exit
Cipher
[ Auth w
s ||t Corce
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7. Click “Open” to start the session. Click “Yes” to accept the warning.

PuTTY Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's ssh-ed23519 key fingerprint is:
ssh-ed25519 256 54:ef:0d:f3:¢3:92:54:13:36:b8:18:86:b8: 1d:95:b1
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

8. You should see a banner such as the following. Go to troubleshooting steps if you don’t.

Tip: To reuse the same settings after closing this connection, click on the connection name you saved and click “Load”
then “Open.”
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& PuTTY Configuration ? ot

Categony:

=~ Sfassiun | Basic options for your PuTTY session |

& Teminal Specify the destination you want to connect to
T Tnl‘:[z:bnard Host Mame (or IP address) Part

- Bel | |22 |
- Features Connection type:
= Window (JRaw () Telnet () Rlogn @ 55H () Seral

- Appearance
gzﬁavinur Load, save or delete a stored session

... Translation Saved Sessions

- Selection | |

- Colours

- Connection

- Data

- Proxy

... Telnet Delete
- Rlogin

- 55H

- Serial

ngs Load

Save

Close window on exit:
JAMways (O MNever (8 Only on clean exit

mos || i Corcs

SSH on Linux / Mac

Step 1: Open a terminal window.

Step 2: Change to the directory where your .pem file is stored.

cd <directory>

Step 3: Change the permissions of the key, or SSH connections will throw an error.

chmod 400 SEC545.pem

SEC545 - ©2018 Dave Shackleford Lab 1.0 AWS Setup 59



Step 4: Type the following command to SSH to a remote instance.

ssh —i SEC545.pem ec2-user@<instance public IP>

If you get a warning, accept it and log in. This only reflects the fact that the key and connection in use are the first
pairing of the keys for client and server—they’re all ours, so we're ok.

SSH Troubleshooting

If you have problems using SSH during future labs, you can refer back to these troubleshooting tips.

Check the AWS Troubleshooting Documentation

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootinglinstancesConnecting.html

IP Address/Domain Name
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Make sure you chose the option to assign a public IP address to your instance and are using the correct public IP address
when you SSH to that instance. Check the EC2 instance details in the console. Make sure you are using the public IP
address or domain name, not the private IP address of the EC2 instance. This is covered in Lab 1.1.

Instance: | i-08567822d3fbebabT (SEC545-Lab-1-1) Public DNS: ec2-54-200-220-55. 512 com EEE
Description  StahisChecks  Monitoring  Tags
Instance I i-DB5eTEZ2EMbata8T Public DNS (IPv4]  ec2-54-200-220-55.us- west-
2 compute. AMAzonaws.com
Instance stale  running IPv4 Public P 54.200.220.55
Instance type  t2.micro PG IPs -
Elastic IPs Private DNS  p-172-31-23-252 us-west-
2.compute.intemal
Availablity zone  us-west-2a Private P8 172.31.23.252
Security groups  SEC545, view inbound rules. Secondary private IPs
evemts  No it VPCID wpc-ddOialad
AMIID  armn-gmi-hm: Subnet I subnel-b1b52bol
2018.03.0.20180508-x86_64-gp2
(mmi-a251208a)
Platform - Metwork interfaces  ethd
BMmle - ‘Source’dest. check  True
e

You can quickly get connection information for an EC2 instance by clicking on the instance, then clicking the “Connect”
button:

Launch Instance ~ Connect = Actions ¥

), Filter by tags and attributes or search by keyword

@ Name ~  Inst ID -~ Inst - Availability~  Inst State + Status Checks .2

@  SEC545-Lab-1-1 i-085e7822... 12.micro us-west-2a W running & 2/2 checks passed

Instance: || i-085e7822d3fbe9a67 (SEC545-Lab-1-1) Public DNS: ec2-54-200-220-55.us-west-2.compute.amazonaws.d

Description Status Checks Monitoring Tags
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Connect To Your Instance X

| would like to connect with & A standalone SSH client
A Java SSH Client directly from my browser (Java required)

To access your instance:

1. Open an SSH client. (find out how to connect using PuTTY)

2. Locate your private key file (SEC545.pem). The wizard automatically detects the key you used to launch the
instance.

3. Your key must not be publicly viewable for SSH to work. Use this command if needed:
chmod 40@ SECS45.pem
4. Connect to your instance using its Public DNS:
ec2-54-200-220-55.us-west-2. compute . amazonaws . com
Example:
ssh -i "SEC545.pem" ec2-user@ec2-54-200-220-55.us-west-2.compute.amazonaws .com

Please note that in most cases the username above will be correct, however please ensure that you read
your AMI usage instructions to ensure that the AMI owner has not changed the default AMI username.

If you need any assistance connecting to your instance, please see our connection documentation.

e

Make sure you are using the right key file!

If you followed the instructions above, the key file name is SEC545.pem. Sometimes people create new keys instead of
the key we created above. If you followed the instructions, the name of the keypair on your instance in the screenshot
above will be SEC545 and the name of the key file on your laptop will be SEC545.PEM. If you converted it using
PuTTYgen as described above, you will have a SEC545.PPK file that was used to configure PuTTY.

If you are using Linux or Mac, make sure you set the permissions correctly as specified in the instructions.

Check that your route table has an Internet Gateway route.

If you are using the default VPC in your account, this is not the issue. If you created a new VPC, make sure you have a
route in your VPC and/or subnet route tables for an internet gateway. Resources in your account cannot access the
Internet without an internet gateway route. This is covered in lab 1.1.
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Description

Instance: | i-085e7822d3fbe9a67 (SEC545-Lab-1-1)

Public DNS: ec2-54-200-220-55.us-west-2.

Peering Connections

Status Checks ~ Monitoring ~ Tags
Instance ID  i-085e7822d3fbedab7 Public DNS (IPvd)  ec2-54-200-220-55.us-west-
2.compute.amazonaws.com
Instance state  running IPvd Public IP  54.200.220.55
Instance type  t2.micro IPv6 IPs
Elastic IPs Private DNS  ip-172-31-23-252.us-west-
2.compute.internal
Availability zone  us-west-2a Private IPs ~ 172.31.23.252
Security groups  SEC545. view inbound rules Secondary private IPs
Scheduled events  No scheduled events VPCID  vpc-d497afad
AMIID  amzn-ami-hvm- | SubnetID  subnet-b1b52bcs |
2018.03.0.20180508-x86_64-gp2
(ami-e251208a)
Platform - Metwork interfaces  eth0
IAM role - Source/dest. check  True
Key pairname  SEC545 T2 Unlimited
VPC Dashboard (C5 GRS Subnet Actions v
94
Filter by VPC:
Q, Search Subnets and their proj X
Q, Selecta VPC
Name ~ SubnetID ~ State v VPC
Virtual Private Cloud
|® subnet-b1b52bc8 | available  vpc-d4gTafad
Your VPCs
subnet-4e334214 available vpc-d497afad
nets
W subnet-84238bcf available vpec-dd97afad
Route Tables
Internet Gateways subnet-b1b52bc8
Egress Only Internet
Gateways Summary Route Table Network ACL Flow Logs Tags
DHCP Options Sets m
Elastic IPs Route Table: rtb-585b5920
Endpoints Destination Target
Endpoint Services
172.31.0.0/16 local
R Cettowaye {0.0.0.00 igw-4916562f |
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PUutTyY

Make sure you are using the .ppk file created in the steps above, not the .pem file.

If you are using an existing PUTTY installation, check that all your settings match the screenshot.

If you see this request for a user name, you didn’t put the default user in the host box in PuTTY.

E& 54.200.220.55 - PuTTY

This:

Host MName (or [P address)
54 .200.220.55

Should be:

Host Mame (or IP address)
ecduser@hd 200.220.55
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Linux/Mac

If you are using Linux or Mac, make sure you have typed the command correctly. The default user on an EC2 instance is
ec2-user. Look carefully at the example command. If you are prompted for a user name, you likely didn’t enter the user
name in the command, the correct IP address, or the correct key file following the -i (lowercase |, not L) in the command.

Ensure your AWS networking rules allow proper access.

Make sure your instance is in a Security Group that has the correct ports open inbound (ingress) and outbound (egress).

In this class, we do not create NACLs (Network Access Control Lists) on subnets, but if you did or you used an existing
account, then you’d have to check the subnet Network Access Control List (NACL) to make sure it had the correct
network rules as well. NACLs are covered briefly in Lab 1.1 and on Day 2 in this class. If you are using a new account,
don’t know what NACLs are, and didn’t change them, then this is not the problem.

Turn on VPC Flow Logs to see if any traffic is getting rejected on AWS. VPC Flow Logs are covered in Lab 4.5.

Firewalls

Your host firewall and any firewalls between you and the host you are trying to SSH into must allow remote access to
port 22 on the internet and return traffic on ephemeral ports.

ssh: connect to'host 54.200.220.55 port 22: Connection refused
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If you have to wait awhile after you try to connect followed by this error, then a firewall somewhere between you and
your instance is blocking the response to your SSH request on ephemeral ports:

'ssh: connect to host 54.200.220.55 port 22: Operation timed out|

When the connection leaves your local machine, it sends the request on port 22. The return traffic comes back to your
machine on ephemeral ports. If you don’t know what ephemeral ports are, AWS does a pretty good job of explaining
them here:

https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_ACLs.html#VPC_ACLs_Ephemeral_Ports

If you are familiar with Wireshark or tcpdump, you can try using them on your local machine to see what’s blocked or
check any firewall logs to find where traffic might be rejected.

Check your EC2 instance to make sure it is in the running state.

Make sure your EC2 instance is fully in the running state before you try to connect.

Name Instance ID - Instance Availability Instance State | =«
@ SEC545-Lab-1-1 i-085e7822... t2.micro us-west-2a ) running
i-046dfa92e... t2.small us-west-2¢c o terminated

VPN and Security Software

If you are connecting over a VPN, try connecting without using the VPN.
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Try turning off any security software temporarily to see if it is causing the problem.

Appendix F: Setup Git

Install Git if it is not already installed on your system. This will be used in a CTF (Capture the Flag) lab later in the class.

If you are running Linux or Mac OS X, you may have Git installed already. If you are running Windows, we have included
Git installers for Windows in the “Tools” directory on your USB (both 32-bit and 64-bit). Accept all the defaults, and you
will likely need to restart your command prompt. If that doesn’t work, reboot.

To see if Git is installed or verify it is installed correctly, run the following command:

git --version

You can find additional, detailed instructions about how to install Git on different systems here:

https://git-scm.com/book/en/v2/Getting-Started-Installing-Git

Appendix G: VM Networking

A number of virtual machines (VMs) will be used to introduce various concepts in this class. The VMs will probably not
work well, or at all, if you run them off the USB directly. We're going to copy the VMs off the USB and make sure they
are working and are configured with the correct IP addresses.
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The details for the VMs are as follows—we will check and set the IPs if needed in subsequent steps.

File: /VMs/ORCHO1/ORCHO1.vmx
User: student

Password: PasswOrd (with a zero)
[P:10.10.10.11

Use su —to change to root user with same password

File: /VMs/SEC545-CentOS7/SEC545-CentOS7.vmx
User: student

Password: PasswOrd (with a zero)

IP:10.10.10.10

Use su —to change to root user with same password

File: /VMs/SEC545-Ubuntu/SEC545-Ubuntu.vmx
User: sec545

Password: PasswOrd (with a zero)

IP: 10.10.10.9

Use su — to change to root user with same password

File: /VMs/XenServer/XenServer.vmx
User: root
Password: PasswOrd (with a zero)

[P:10.10.10.30
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Use that information to configure the VMs, as explained in the steps on the subsequent pages.

Steps

1. Copy the VMs folder on the USB to the hard drive of the computer you will use for the labs.

[ ] @ VMs

= Creating you...Account.pdf ORCHO1
CSA SEC545-Cent0S7
Labs-Day1 SEC545-Ubuntu
Labs-Day2 XenServer
Labs-Day3
Labs-Day4
Labs-Dayb
Tools

.| VERSION-SEC545-18-1.txt

Whitepapers

vy v.v v

vy v v.v v v VY

v R

2. Install VMWare Player if you don’t have it already.

You can run virtual machines with the VMware software of your choosing if you already have something installed for this
purpose. If not, please download and install VMWare Player for Linux or Windows:

https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html

Download and install VMWare Fusion for Mac:

https://www.vmware.com/products/fusion/fusion-evaluation.html
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3. For each VM, double-click on the .vmx file, log in, and verify the network settings (step 5+).

The details for the four VMs used in the labs are listed in the overview above. Select any default options.

' ORCHO1
ORCHO1 » & autoinst.iso
SEC545-Cent0S7 > caches >
SEC545-Ubuntu » Z ORCHO1-s001.vmdk
XenServer » © ORCHO1-s002vmdk
2 ORCHO1-s003.vmdk -

2 ORCHO1-s004.vmdk

2 ORCHO1-s005.vmdk

Z ORCHO1-s006.vmdk
ORCHO1.nvram
ORCHO1.plist

2 ORCHO1.vmdk VMX

ORCHO1.vmsd

B oRrcHO1.vmx

ORCHO1.vmxf
startMenu.plist

ORCHO1.vmx

Mac Permissions Error:

If you get a permissions error on a Mac, click on the Apple icon on the top left, click on System Preferences, then
Security and Privacy.

@ o System Preferences Q fearch
J a| o
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
] \ Y™
- J e s i '\ T
Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup
Saver Scanners Disk
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Allow the software from VMware to run that was blocked.

& < i Security & Privacy { Q search

FileVault  Firewall Privacy

A login password has been set for this user  Change Password...

¥ Require password 5 minutes | -h«uupormnumbogins
Show a message when the screen is locked Message

Allow apps downloaded from:

System software from developer “VMware, Inc. (Fusion)” was Nlowk
blocked from loading.

] Ciick the lock to make changes. Advanced ?
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Mac: Incompatible Version

Add View

VIRTUAL MACHINES
s SulleyVM
@ ORCHO1
B secs545-Cent0S7
© SEC545-Ubuntu

@ XenServer

SHARED VIRTUAL MACHINES
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Virtual Machine Librar

SEC545-Cent0OS7

CentOS 64-bit

Hard Disks Snapshots
5.5 GB 0 bytes

=

B Reclaimable
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Click Compatibility

® Show All SEC545-Cent0S7: Settings Add Device...

System Settings

General Sharing Keyboard & Processors & Display
Mouse Memory

=]

Removable Devices

— &1 ;

- - 8 g =
Network Network Hard Disk CD/DVD (IDE) Sound Card USB & Printer
Adapter Adapter 2 (Scsl) Bluetooth

Other
= By [
2 4
@ ® O
e N/ . .
Startup Disk Encryption & |Compatibility Isolation Advanced

Restrictions

Change to version 7 and hit Apply.
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This virtual machineisus 12

features available in VMw 14
10
9

¥ Advanced options 8

Use Hardware Versior v 7
6

o Show All SEC545-Cent0S7: Compatibility Add Device...

n 12. This provides the best performance and

Compatible Products:

ACE 2.5-2.7
ESXi 6.0
ESXi 5.5
ESXi 5.1
ESXi 5.0
ESXi 4.x
Fusion 8.x
Fusion 7.x
Fusion 6.x

Limits:

8 GB memory

8 processors

10 network adapters

2 TB disk size

No SATA devices

No HD Audio

No virtual camera support
No DirectX 10 support

Allow upgrading the virtual hardware for this virtual machine.

Revert Apply

?

Windows: Incompatible Version

If you get an error saying “incompatible version” on Windows, edit the .vmx file in Notepad and change the

“virtualHW.version” parameter from 12 to 7.
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4. If you get a message asking if you moved or copied the VM, choose “l Moved It.”

This virtual machine might have been moved
or copied.

In order to configure certain management and networking
features, VMware Fusion needs to know if this virtual machine
was moved or copied.

If you don't know, answer "I Copied It".

| Moved It Cancel W

5. If you see a message on a Mac about a VM trying to monitor traffic, enter your credentials and click OK.

A virtual machine is attempting to monitor all

| . network traffic, which requires administrator
@ access.

Enter your password to allow this.

User Name: Teri Radichel

Password: |

Cancel (LS

6. Verify Network Settings on each system by typing ifconfig and checking ens33 for the correct IP.

SEC545 - ©2018 Dave Shackleford Lab 1.0 AWS Setup 75



$ ifconfig

ens33 Link encap:Ethernet HWaddr 00:0c:29:ad:22:b6
inet addr:10.10.10.11 Bcast:10.10.255.255 Mask:255.255.0.0
inet6t addr: fe80::c749:e2d2:f00:6dle/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:442 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1060

RX bytes:0 (0.0 B) TX bytes:29540 (29.5 KB)

Tip: Use grep and -Al to get the line after the string you’re grepping to minimize the output.

$ ifconfig | grep ens33 -Al

ens33 Link encap:Ethernet HWaddr 00:0c:29:ad:22:b6
inet addr:10.10.10.11 Bcast:10.10.255.255 Mask:255.255.0.0

Verify that each VM has the correct IP address:

ORCHO1 IP: 10.10.10.11
SEC545-CentOS7 1P: 10.10.10.10
SEC545-Ubuntu IP: 10.10.10.9

XenServer IP: 10.10.10.30

For students who plan to use the SEC545-Ubuntu system for AWS CLI labs, you will also need its second interface to be
connected to the internet. This interface, ens34, is already configured for “Bridged” mode and should automatically
connect to your laptop’s internet-enabled interface. If you need to acquire a new DHCP address for this interface, type

the following at the command line:
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su —
[enter root password PasswOrd]

dhclient ens34

7. Change the ens33 IP address if necessary by logging in as root (if not root already) and using ifconfig.

su —
[enter root password PasswOrd]

ifconfig ens33 [correct IP address]/24

For example, on the ORCHO1 VM:

$ su -
Password:
root@orch@l:~# ifconfig ens33 10.10.10.11/24

root@rchOl:~# ifconfig | grep ens33 -Al
Link encap:Ethernet HWaddr 00:0c:29:ad:22:b6
inet addr:10.10.10.11 Bcast:10.10.10.255 Mask:255.255.255.0

If you did not use su — to switch to root first, you will see this error.

$ ifconfig ens33 10.10.10.11/24
SIOCSIFADDR: Operation not permitted

SIOCSIFFLAGS: Operation not permitted
SIOCSIFNETMASK: Operation not permitted
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8. While logged into ORCHO1, verify you can ping the SEC545-CentOS7 and SEC545-Ubuntu VMs.

CentOS:

ping 10.10.10.10

Ubuntu:

ping 10.10.10.9

9. While logged into the XenServer VM Verify you can ping the SEC545-CentOS7 VM.

CentOS:

ping 10.10.10.10
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